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F o r  s e a s o n e d
embedded  systems
engineers,  moving
beyond  the  basics  of
microcontrollers and C
programming  i s  a
given.  When  you  sit

across the table from a
technical  interviewer,
the  conversa t i on
qu i ck l y  p i vo t s  t o
complex  system-level
decisions,  concurrency
management, resource
optimization,  and  the
nuanced trade-offs that
separate  a  functional
design  from a  robust,
production-grade  one.
This  article  is  crafted
f o r  e x p e r i e n c e d
professionals preparing
for  that  next  career
move. We will  explore
advanced  embedded
systems  interview
questions and answers
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f o r  e x p e r i e n c e d
candidates,  covering
real-time  operating
systems,  memory
architecture,  interrupt
h a n d l i n g ,
c o m m u n i c a t i o n
p r o t o c o l s ,  a n d
debugging  strategies.
E a c h  a n s w e r  i s
designed  not  only  to
satisfy  the  immediate
que ry  bu t  a l so  t o
demonstrate  deep,
p r a c t i c a l
understanding  that
hiring managers value.

1. RTOS
Fundame
ntals and
Advanced
Concepts
Q :  H o w  d o  y o u
choose  between  a
preempt ive  and

cooperative  RTOS
scheduling  model,
and  what  factors
influence  that
decision  for  a  real-
time application?
For  an  experienced
developer,  the  answer
g o e s  b e y o n d  a
textbook  definition.
Preemptive  scheduling
is  the  default  choice
when tasks have hard
real-time deadlines and
u n p r e d i c t a b l e
execu t i on  t imes ,
because the kernel can
forcibly suspend a task
to  a l low  a  h igher -
priority  one  to  run.
However,  preemption
comes  with  overhead:
context  switching,
priority inversion risks,
a n d  t h e  n e e d  f o r
c a r e f u l  r e s o u r c e
sharing using mutexes
and  semaphores .
C o o p e r a t i v e
scheduling,  on  the
other  hand,  relies  on
tasks  vo lunta r i l y
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yielding  control.  This
e l i m i n a t e s  m o s t
concurrency issues but
requires the developer
to  guarantee  that  no
task  blocks  for  too
long.  In  practice,  I
often  use  a  hybr id
a p p r o a c h .  F o r
example, a low-priority
housekeeping  task
runs  cooperatively,
while  high-priority
cont ro l  l oops  run
preemptively.  The
choice also depends on
t h e  h a r d w a r e  –  a
limited MCU with very
small  stack may favor
cooperative  to  reduce
c o n t e x t  s w i t c h
overhead.
Q:  Explain  priority
inversion  and  how
you have resolved it
in a real  embedded
system.
Pr ior i ty  invers ion
occurs  when  a  lower-
priority  task  holds  a
resource needed by a
higher-priority  task,

w h i l e  a  m e d i u m -
priority  task  preempts
the  lower-priority  one,
delaying  the  high-
p r i o r i t y  t a s k
indefinitely.  In  one
project  involving  a
mult i -sensor  data
acquisition system, we
encountered  th i s
because  a  shared  I2C
bus was protected by a
binary  semaphore.  A
low-p r i o r i t y  t ask
a c q u i r e d  t h e
semaphore to write to
an  EEPROM,  but  was
preempted  by  several
m e d i u m - p r i o r i t y
interrupt-driven  tasks,
caus ing  the  h igh-
priority sensor reading
t a s k  t o  m i s s  i t s
deadline.  We  resolved
it  by  implementing
priority  inheritance
p r o t o c o l  o n  t h e
semaphore  –  the  low-
p r i o r i t y  t a s k
temporarily  inherited
the high-priority task’s
priority,  preventing
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medium-priority  tasks
f rom  in te r fe r ing .
Alternatively,  some
RTOSes provide priority
ceiling  protocol.  The
lesson:  always  profile
resource  contention
and use static  priority
analysis.

2.
Memory
Managem
ent and
Optimizat
ion
Q :  H o w  d o  y o u
handle  dynamic
memory allocation in
r e s o u r c e -
c o n s t r a i n e d
embedded  systems,
a n d  w h a t
alternatives exist?

Seasoned  developers
k n o w  t h a t  h e a p
al location  is  often
forbidden  in  safety-
critical  or  real-time
s y s t e m s  d u e  t o
f r a g m e n t a t i o n ,
unpredictability,  and
allocation  latency.  In
one  automotive  ECU
project,  we  replaced
malloc/free  entirely
with statically allocated
memory pools for each
data  structure  type.
For  example,  a  fixed-
s i ze  poo l  f o r  CAN
message  buffers  and
another  for  diagnostic
trace  objects.  This
e l i m i n a t e s
fragmentation  and
provides constant-time
allocation/deallocation.
W h e n  d y n a m i c
b e h a v i o r  i s
unavoidable,  I  use
block allocators or slab
a l l o ca to r s  w i th  a
predefined set  of  block
s i z e s .  A n o t h e r
technique is to allocate
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all  memory at  startup
(if  the  entire  system
state  is  known)  and
never  deallocate.  For
t h o s e  r a r e  c a s e s
requiring truly dynamic
b e h a v i o r  d u r i n g
runtime,  a  real-time
s a f e  m a l l o c
implementation  (like
TLSF) can be used, but
only  after  rigorous
testing  on  the  target
hardware.
Q :  D e s c r i b e  a
scenario  where  you
had  to  opt imize
memory usage for a
deeply  embedded
system  with  less
than 32 KB of RAM.
I worked on a wireless
s e n s o r  n o d e  f o r
agricultural  monitoring
that  had  only  16  KB
R A M .  T h e  m a i n
challenge was storing a
custom  protocol  stack
and  multiple  sensor
drivers.  We  employed
several strategies: first,
we analyzed the code

map  and  removed  all
u n u s e d  l i b r a r y
functions  (using  ld
flags).  We  then  moved
read-only  data  (e.g.,
static  lookup  tables,
calibration  constants)
to  flash.  For  the
protocol  buffer,  we
used  a  circular  buffer
instead  o f  a  la rge
linear  buffer,  and
processed  packets
immediately  rather
than  storing  them.
Additionally,  we  used
packed  structures
(__attribute__((pa
cked)) )  to  avo id
padd ing .  We  a l so
implemented a custom
lightweight  stack  for
the RTOS, reducing the
task  stack  sizes  from
default  512  bytes  to
128 bytes by carefully
analyzing  maximum
c a l l  d e p t h .  T h i s
required  function-level
stack  analysis  using
tools like Cobertura or
manual  review.  The



6

6 Embedded Systems Interview Questions
And Answers For Experienced

2023-08-30

result:  memory  usage
stayed  below  80%
even during peak load.

3.
Interrupt
Handling
and
Latency
Q :  H o w  d o  y o u
m e a s u r e  a n d
minimize  interrupt
latency  in  a  hard
real-time  system,
and  what  tools  do
you use?
Interrupt latency is the
time  from  hardware
a s s e r t i o n  o f  t h e
interrupt  request  until
the  first  instruction  of
the ISR executes. In a
recent  medical  device
firmware,  we  needed
total  latency  under  5

microseconds. We used
an  osci l loscope  to
measure  the  t ime
between a GPIO toggle
in the ISR entry and an
external  signal.  To
minimize  latency:  we
disabled interrupts only
in critical sections, kept
I S R s  a s  s h o r t  a s
possible  (often  just
setting  a  flag  and
waking  a  task),  and
e n s u r e d  t h a t  t h e
interrupt  controller
(NVIC on ARM Cortex-
M) had proper priority
grouping.  We  also
a v o i d e d  n e s t e d
i n t e r r u p t s  b y
configuring  interrupt
priorities  carefully.
Another  key  point  is
memory  wait  states  –
we placed the ISR code
in  t ight ly  coupled
memory (TCM) or RAM
with  zero  wait  states.
On an ARM Cortex-M4,
we also leveraged the
tail-chaining feature to
reduce  ove rhead
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between  ISRs.  For
measurement, we used
a logic analyzer with a
timestamp  resolution
of  10  ns.
Q:  What  are  the
common  pitfal ls
when  using  non-
maskable  interrupts
(NMIs)  and  how  do
you handle them?
NMIs  are  typical ly
reserved  for  critical
events  like  watchdog
expiry,  power  failure,
or hardware fault. The
main  pitfall  is  using
N M I s  f o r  n o r m a l
peripheral  interrupts  –
because  NMIs  cannot
be  disabled,  they  can
cause  priority  issues
and  race  conditions.  I
once made the mistake
of mapping an external
tamper detection pin to
NMI  on  a  ba t te ry -
powered  device.  A
jittery  signal  triggered
multiple  NMIs,  locking
the  system.  The  rule:
dedicate  NMI  only  for

true  emergencies.  If
you must use it, ensure
the  NMI  handler  is
extremely robust  –  no
dynamic  memory
allocation,  no  RTOS
ca l l s ,  and  idea l ly
written  in  assembly.
Also,  clear  the  NMI
source  immediately
a n d  r e q u i r e  a
deliberate  software
a c k n o w l e d g m e n t
before  re-enabling.
Another  pitfall  is  that
some  debuggers  may
interfere  with  NMI
handling;  we  added  a
flag  to  skip  NMI
s e r v i c i n g  w h e n
debugging  to  avoid
halts.

4.
Communi
cation
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Protocols
and

Drivers
Q :  H o w  d o  y o u
design a robust I2C
c o m m u n i c a t i o n
driver  for  a  system
that  must  tolerate
electrical  noise  and
bus contention?
I2C  can  be  t r icky ,
especial ly  on  long
t r a c e s  o r  i n
environments  with
m o t o r  n o i s e .  M y
approach  starts  with
hardware:  enable
in te rna l  pu l l - ups
adequate to meet rise
time specs (e.g., 4.7kΩ
for 400 kHz), and add
ex te rna l  s chm i t t
triggers if needed. For
the  driver  software,  I
implement  a  state
machine  that  handles
STOP  cond i t i ons ,

arbitration  loss,  and
clock  stretching.  We
u s e  a  t i m e o u t
mechanism  on  each
byte  transaction  –  if
the  device  holds  SCL
low for  more  than 10
ms, we release the bus
(by  d i sab l i ng  I2C
peripheral and toggling
SCL to generate a reset
s e q u e n c e ) .
Additionally,  we  treat
all  I2C transactions as
non-blocking  in  the
main loop, retrying up
to  th ree  t imes  on
NACK. For noise, we re-
r e a d  d a t a  a n d
c o m p a r e ,  a n d  w e
enable  packet  CRC  if
the  slave  supports  it.
Another technique is to
use  repeated  START
instead  of  STOP  to
prevent  other  masters
from hijacking the bus.
I n  o n e  i n d u s t r i a l
controller  project,  we
also  employed  bus
clearing  routines  that
issue  nine  SCL  pulses
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with  SDA  released  to
recover locked slaves.
Q :  E x p l a i n  t h e
differences  between
the CAN 2.0 and CAN
FD  protocols  and
when  you  would
choose one over the
other.
F o r  e x p e r i e n c e d
engineers,  this  goes
beyond data rate. CAN
FD (Flexible Data rate)
allows payload sizes up
to 64 bytes (vs 8 bytes
in  classical  CAN)  and
var iab le  b i t  ra tes
during the data phase
–  f r o m  1  M b p s
arbitration  to  up  to  8
Mbps for data. I choose
C A N  F D  w h e n  t h e
application  requires
high  bandwidth,  like
l o g g i n g  m u l t i p l e
powertrain  parameters
in  a  modern  vehicle.
However ,  CAN  FD
requires  transceivers
and  controllers  that
s u p p o r t  i t ;  o f t e n
retrofitting  legacy

s y s t e m s  i s  n o t
practical. Also, CAN FD
introduces  a  different
CRC polynomial and bit
stuffing  rules.  In  a
safety-critical  system,
the  increased  latency
due  to  longer  frames
can be a disadvantage
–  a  s i ng le  CAN  FD
frame occupies the bus
for  a  longer  t ime,
potentially  blocking
h i g h e r - p r i o r i t y
messages.  Therefore,
for  hard  real - t ime
control  loops  (e.g.,
b r a k e - b y - w i r e ) ,
classical  CAN  with
short  messages  (8
b y t e s )  m a y  b e
preferred.  One  more
n u a n c e :  C A N  F D
d o e s n ’ t  n a t i v e l y
s u p p o r t  r e m o t e
f rames,  so  i f  your
system relies  on  RTR,
you need to reconsider
the architecture.
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5.
Debuggin
g and
Reliability
Techniqu

es
Q :  D e s c r i b e  a
challenging bug you
encountered  in  a
m u l t i - t h r e a d e d
embedded  system
a n d  h o w  y o u
diagnosed  it.
O n e  o f  t h e  m o s t
elusive  bugs  was  a
system that locked up
intermittently  after
hours of operation. The
symptom was that the
main  loop  stopped
e x e c u t i n g  w h i l e
interrupts  were  still
firing.  We  suspected  a

stack  overflow,  but
stack  margin  checks
showed  p len ty  o f
space. We then used a
debugger  to  halt  the
processor  during  the
lockup  and  examined
the  program  counter,
which  pointed  to  a
location inside an RTOS
mutex acquisition loop.
The root  cause was a
pr ior i ty  invers ion
scenario  we  missed
because one task used
a blocking mutex while
another  had  a  higher
priority but rarely ran.
The RTOS we used had
priority  inheritance
disabled by default for
efficiency.  After
enabling it and adding
a  mutex  acquisition
timeout,  the  system
was  reliable.  Another
diagnostic  trick:  we
temporarily  added  a
hardware  GPIO  toggle
on  eve ry  con tex t
switch and captured a
long trace with a logic
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analyzer  to  see  the
scheduling  pattern.
That  revealed  that  a
timer ISR was running
slightly  longer  than
expected,  causing  the
R T O S  t i c k  t o  b e
delayed.
Q :  H o w  d o  y o u
i m p l e m e n t  a
watchdog  t imer
s c h e m e  t h a t
differentiates
between  transient
glitches  and  actual
system hang?
Simply  refreshing  a
watchdog in  the main
loop  is  insufficient  for
e x p e r i e n c e d
d e v e l o p e r s .  I
recommend  a  multi-
layer  approach:  a
pr imary  hardware
watchdog  with  a  safe
t imeout  (e .g. ,  2-3
s e c o n d s ) ,  a n d  a
secondary  software
w a t c h d o g  t h a t
m o n i t o r s  t a s k
execution  times.  For
example,  we  create  a

task-level  watchdog
table:  each  periodic
t a s k  m u s t  s e t  a
“heartbeat” flag before
i t s  d e a d l i n e .  A
monitoring task checks
these  flags  and  if  a
t a s k  m i s s e s  t w o
consecutive  deadlines,
i t  r e f r e s h e s  t h e
hardware  watchdog
but also logs the error
and  attempts  a  soft
reset. If the monitoring
task  itself  fails,  the
hardware  watchdog
kicks in and performs a
full  reboot.  In  some
c a s e s ,  w e  u s e  a
separate  low-power
microcontroller  as  an
external watchdog that
communicates  via  a
dedicated  line.  For
transient glitches like a
power  dip,  we let  the
watchdog  reset  occur,
but we also store reset
cause  in  RTC  backup
registers  so  that  after
reboot  we  can  decide
whether  to  enter  safe
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mode  or  retry.  This
prevents  unnecessary
factory  resets.

6. Low-
Power
Design
and
Battery
Life
Q:  In  a  bat tery -
operated  device,
how do  you  reduce
current consumption

without  sacrificing
r e a l - t i m e
responsiveness?
This is a classic trade-
off.  The  key  is  to  use
the  microcontroller’s
s l e e p  m o d e s
efficiently.  I  usually
implement  a  tickless
idle scheme: instead of
waking every RTOS tick
(e.g., 1 ms), we use a
timer  to  wake  only
when  the  next  task
deadline  approaches.
For  deep  sleep  (e.g.,
STOP mode on STM32),
we  configure  an  RTC
a la rm  or  a  but ton
interrupt  to  wake.  I
also  carefully  manage
peripheral clocks


